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1 Document Control

1.1DOCUMENT OWNER
EDS Business Exchange Services (BES)

1.2TERMINOLOGY

Term Definition
BES Business Exchange Services
WFTS Web File Transfer System
ODJFS Ohio Department of Jobs and Family Services
SSL Secure Socket Layer
HTTP Hypertext Transport Protocol
HTTPS HTTP over SSL

Page 3 of 28

Saved on: December 19, 2007

Web File Transfer Information.doc




Web File Transfer System User Guide

2 Overview

The Web File Transfer System allows Trading Partners to interface with Ohio Department of Jobs and
Family Services (ODJFS) over the public internet using a web browser.

This system allows Trading Partners to:
e  Submit files to ODJFS.
o Retrieve files from ODJFS.

2.1SYSTEM REQUIREMENTS

e In order to access the Web File Transfer System, the Trading Partners are required to use
Microsoft Internet Explorer 6.0 or higher with 128-bit encryption.
e Browser must be configured to accept cookies

2.2ENVIRONMENT URL’S

e Certification environment: https://www.cert.oh.business-exchange-eds.com
e  Production environment: https://www.prod.oh.business-exchange-eds.com
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3 How To Use

3.1MAIN SCREEN

The main screen for the Web File Transfer System is located at the following addresses:
e Certification environment: https://www.cert.oh.business-exchange-eds.com
e  Production environment: https://www.prod.oh.business-exchange-eds.com

T’J?i‘r‘jh& |
& Family Web File Transfer System

SERVICES

Use of this network is restricted to authorized users. User activity is monitored and recorded by system personnel.
Anyone using the network expressly consents to such monitoring and recording.

BE ADVISED: If possible criminal activity is detected, system records, along with certain personal information,
may be provided to law enforcement officials.

Already have a User ID and Password ?

User ID
Password Logon

Forgot your Password ?
Click HERE for pasaword resef

Have a gquestion or need additional help ?
Click HERE to contact us

In this page, the User can:
e Log on to the system

e Reset their password.
e Send a note to the Support Group.
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3.2LOG ON

In order to log on to the system, Users must be authenticated by providing their assigned User ID and
Password.

To log on to the system:

1. Inthe main page, enter the User ID and Password combination. Both fields are case-
sensitive.

3:;% |
& Family Web File Transfer System

SERVICES

Use of this network is restricted to authorized users. User activity is monitored and recorded by system personnel.
Anyone using the network expressly consents to such monitoring and recording.

BE ADVISED: If possible criminal activity is detected, system records, along with certain personal information,
may be provided to law enforcement officials.

L Uger 1DT |uistest

Password: |essssssss Logon

Forgot your Password ?
Click HERE for pazsword rezef,

Have a question or need additional help ?
Click HERE fo coniact us.

2. After entering the User ID and Password, click Logon to Log on to the system.

e If the password is expired the system displays the “Password Expired” screen (see
Password Expired)

o If the password is not expired, the System’s Home Page is displayed:
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] web File Transfer System - Microsoft Internet Explorer provided by EDS Indiana Title XIX I ] 5
File Edit ‘ew Favarites Tools Help | [ 9
OEack A |ﬂ @ _H,':"Search f,'?Favorltes 5] | E ‘i &' =1 E v L ﬂ 3

Address I@ hiktps e, prod.oh, business-exchange-eds, com{ j Go |L\nis » % -

Job h\\

&IFamily

4

Y

Web File Transfer System

(Production System)

Welcome 000000B

MESSAGE OF THE DAY

Welcome to the production website!
CODJFS hopes that this has been a smooth transition for your company.

ODJES has also deploved a new Trading Partner website:
http://jfs.ohio. gov/OHP/tradingpartners/info. st .

Please visgit this site for more sgpecific EDS information. See the "EDS Information’
link in the News and Features area.

If you have questions or concerns please contact the MMIS-EDI-Support help desk at
(614) 387-1212 or by e-mail at MMIS-EDI-SUPPORTEODJIES.state.ch.us .

=
st lmmarm A Fa Tl mm mama mrrma 1l mlnl A AA Aerrs e oamd Al _lJ
LD

|@ Done

=N

This page provides access to all the functions in the Web File Transfer System:

Log Off

Contact Us
Change Password
File Submit

File Retrieve
Submissions List
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3.3RESET PASSWORD

The system provides a self-help option to reset a user’s password in case it is forgotten.
To reset a password:
1. Inthe main page, click on the forgot password option, the system will display the following
screen:

:1?;%;1&&

& amily Web File Transfer System

SERVICES

Use of this network is restricted to authorized users. User activity is monitored and recorded by system personnel.
Anyone using the network expressly consents to such monitoring and recording

BE ADVISED: If possible criminal activity is detected, system records, along with certain personal information,
may be provided to law enforcement officials.

Please enter User ID and e-Mail Address

User ID I

e-Mail Address I

Click HERE to return to main page

2. Enter the User ID and the e-mail address associated to that User. Click on “Reset Password”
to continue or “Cancel” to return to the previous page without resetting the user’s password.

3. Ifthe User ID and e-mail information entered matches the information on-record, the system

resets the password and sends an e-mail with the new, temporary password to the address
on record and the following confirmation screen is displayed.
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:1:';%;%

& Family Web File Transfer System

SERVICES

Use of this network is restricted to authorized users. User activity is monitored and recorded by system personnel.
Anyone using the network expressly consents to such monitoring and recording

BE ADVISED: If possible criminal activity is detected, system records, along with certain personal information,
may be provided to law enforcement officials.

Password has been reset and emailed to the address on record.

Click HERE to return to main page
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3.4CONTACT US

The “Contact Us” page provides the User a means to send a note related to the website operation or
technical difficulties to the Support Group. This page should not be used to request password resets or
any other type of information not related to the website operation.
To send a message to the support group:

1. Inthe Main Page, click on the “Contact Us” option, the following page is displayed:

a Web File Transfer System - Microsoft Internet Explorer provided by EDS Indiana Title XIX -0 ﬂ
File Edit View Favorites Tooks Help | [
Qeack - ) - ¥ [ @ | [ Search - Favorites 2 | SR S =
Address I@;l htkps:fwww prod.oh,business-exchange-eds, com/ j Go |Link5 » % -
| ily {Production Systerm) [
& liamily
[SERVICES]

Log Of

Contact Us

Technical Web Site Questions
Ta submit questions about iterms apgearing on the web site or technical dificulties using this site, please enter your information into the
farm below and click on the submit button

For password reset, please use the self-service password reset feature o call the Help Desk. For security reasons, password resets
cannot be completed via e-mail.

Pleage enter your information below:
(Flelds manked with * ar required)

User 10 *
Mame *
Pravider Name:

Provider Number
Organization Name; *
e-hlail Address *

Comments:™

E
&] Done [T r‘ EE Vi

2. Fillin the information in the web page, the fields User ID, Name, Organization Name, e-Mail
Address and Comments are required.

3. Clicking on “Reset” will clear all the fields in the form. Clicking on “Close” closes the Contact
Us form and returns to the Main Page.

4. When completing the form, click on the “Submit” button to send the message to the support
group. The following confirmation screen is displayed.
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-

3:;‘31&&\

& Familvy Web File Transfer System

Contact Us

Your message has been sent.

Your message has been sent to the web site support group. Thank you

The following information has been sent

User 1D UserlD

MName: Usertame

Provider MName Provider ABC

Provider Number: Provider 1234
Organization Name: Org. Name

e-Mail Address: email. address@@domain.net
Camments:

This is @ message related to the operation of this website.
Thank you

TF.

5. Click on “Close” to return to the Main Page.
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3.5PASSWORD EXPIRED

The password to access the system is valid for 30 days. After this time, the User is required to change
their password.

When the User logs in after the password has expired, the system prompts for a password change by
presenting the following screen:

=i

&lamily |Aeb File Transfer System

Contact Us Change rd Log Off

Password Expired
Please enter your new password in the fields below and click on "Continue™

Your new passwiord must meet the following requirements:

Must be at least 8 characters in length

Must contain at least 1 uppercase character (A-2)

Must contain at least 1 lowercase character (a-z)

Must contain at least 1 numeric character (0-9)

hlust contain et least 1 special character (~ 1 #$,% ~& "0 _+ LHLLIVE =% or /)
The same character must not appear more than twice

The first character must not be an asterisk (")

MNewi Password
Re-enter New Password:

Continue

1. Enter a new password in the field indicated. Confirm the password entered in the field “Re-
enter Password”.

2. Click on “Continue”.

3. ltis important to note that the new password cannot be the same as any of the last six
passwords utilized (including the current one).

4. |If the passwords entered match and meet the requirements indicated in the screen, the
systems changes the password and displays the following confirmation screen:
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il

&lamily — NVeb File Transfer System

Contact Us Change P Log Off

Change Password

Password succesfully changed.

Please click here to continue

5. Click on the link or on the “Home” button to continue.
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3.6 CHANGE PASSWORD

The User can change their password at any time, even if it is not expired, and may do so by clicking on
the “Change Password” button located in the main menu at any time during the session.

Job fl\\ ,
&lamily — |\AVeb File Transfer System

Home Contact Us Change rd Log Off

File Submit
Change Password

Please enter your new password in the fields below and click on "Continue™

Your new password must meet the following requirements:

Must be at least 8 characters in length

Must contain at least 1 uppercase character (A-Z)

Must contain at least 1 lowercase character (a-z)

Must contain at least 1 numeric character (0-9)

hust contain at least 1 special character (~ 1 #,$,% ~& (). _+ {1 [ 1v<>20or /)
The same character must not appear more than twice

The first character must not be an asterisk ('*)

New Password:
Re-enter New Password:

Continue Cancel

1. Enter the new password in the indicated field. Confirm the password by re-entering it as
indicated. Make sure the new password meets the password requirements as listed in the
screen.

2. ltis important to note that the new password cannot be the same as any of the last six
passwords utilized (including the current one).

3. Click “Continue” to change the password or “Cancel” to return to the Home Page without
changing the password.

4. When the password is changed, the system displays the following confirmation screen.
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E?i?jh\

&lamily  \Web File Transfer System

Contact Us Change Log Off
File Submit
Bl BefmeE Change Password

Password succesfully changed.

Please click here to continue

5. Click on the link, the “Home” button or any other menu item to continue.
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3.7FILE SUBMIT

File submissions are files sent directly from the Trading Partner to the ODJFS system. These files are
typically claims that are being submitted for processing. A submission Batch ID is assigned to each file
submission for tracking purposes. Please note the submission Batch ID when the file is submitted for
reference in case there is the need to call the Customer Support Center for assistance.

To submit a file:
1. Click on the “File Submit” button located in the Function Menu, the system will display the

following screen.

ﬁ?i‘r’jh\ ,
&lamily  \Web File Transfer System

Contact Us Change Pa d Log Off

File Retrisve File Submit

Submissions List

Locate the file to submit and click on "Continue”.

Browse...

Continue

2. Indicate the file to be submitted by either entering the file name into the field or using the
‘Browse’ button to locate the file in the local system.

3. Click on “Continue” to submit the file.

4. The system displays the following confirmation page. Please note the Batch ID. This is a
unique number that will be helpful should the Customer Support Center be called with regards
to the file.
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&lamily  Wep File Transfer System

Log Off

File Submission Details

Submission Status: File "defa83 7p.txt " Successfully Submutted.
Submission Batch ID: OH0000W6

Submission 2007/01/26 11:19 AM CST

Date/Time:

5. This confirmation page can be printed by clicking on the “Print” button, otherwise click on any
other menu item to continue.
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3.8FILE RETRIEVAL

File retrieval provides the Trading Partner to download a file from the ODJFS system. These files are
typically responses to claims previously submitted or payment files. The listing of files available for
download is organized by file type. File Retrieval also provides the Trading Partner the option of
removing a file from the file retrieval list.
To retrieve a file:
1. Click on the “File Retrieval” button located in the Function Menu, the system will respond with
the following screen:

f]?i%‘h\ .
&lamily  Web File Transfer System

Contact Us Change Pa ge Log Off

File Retrieve

Select a file to download from the list below:
(clicking on the file name will display the filg)

271 - Eligibility Response

276 - Claim Status Request

278 - Response to Request for Review
820 - Remittance

824 - Application Advice

TA1 - Interchange Error

H¥ - Others

2. Click on one of the file type “plus” boxes. The system will expand a list of file of that type and
display it as follows (in this example, the list of file type 271 — Eligibility Response is
displayed) :
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3:;5‘1’1& |
&lamily  \Aebp File Transfer System

File Retrieve

Select a file to download from the list below:
(chicking on the file name will display the filke)

B 271 - Eligibility Response
File Name File Size (bytes) Fife Date/Time

T luistest! OHO0004Y . OHO0004Y 271 15975 2006/10/04 01:19 P COT  JIH

=

276 - Claim Status Request

=

278 - Response to Request for Review

=]

820 - Remittance

=

824 - Application Advice

=

TA1 - Interchange Error

M- Others

3. Clicking on the File Name displays the first 1024 characters of the file:

nr;ﬂh_& |
&lamily  \Web File Transfer System
x|

File Viewer
Sele
{olick File Name File Size (hytes)
luistest1.OHO0004Y . OHO0004Y 271 15875
a8 2%
(Displaying the first 1024 bites) me
01:19 PM COT  JREN]
57 [ISATO0* *0o* FZ7*999900997  *Z77909999884 -
*O00918716007 U 004017100000003* 17T *>
37 [GSTHCTI9899999779999983947200212017144071000000027 X700
4010209841
g7 |ST8377100000001
BHT*0013*00"BHTO3CRIGINATOR TRANSACTION
g |ID72000091971440012"CH

* |reFr877004010:098DA1

Te [NMT741721000A4 LOOP SUBMITTER LAST
HNAMEISBTS ™ ** 460000t SUBMITTER PRIMARY

% [IDENTIFICATION NUMEBER

PER*IC* 10004 PEROZ SUBMITTER CONTACT

INFORMATION"FX*800615351 1" TE* 7545161135 ED*754 123456

7 1000A PEROS

174072710008 RECEIVER NAME MAKE 1T =l

&3]
=

5]

4. Click on the “Retrieve” button to download the file. The system displays a dialog to save the
file in the local system
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Web File Transfer System
Contact Us Changes P rd

Select a file to download frc

(clicking on the file narme will display @ G

Getting File Information:
+est1[1].0H00004Y.OH00004Y. 271 fram dev.oh.business-exchange. eds.com

Bl 271 - Eligibility Response
File Name

L non ] -~

Do you want to open or save this file?

(=53
EI MName:  luistest1[1].0HDOOD4Y.CHOOODSY. 271

Type:  Unknown File Type, 15.6 KB - Folder

From: dev.oh.business-exchange. eds.com

Open Save Cancel |

Wthile files fram the Internet can be useful. some files can potentially harm
@ your computer. fyou do not frust the source, do not open or sawve this file

5. Click on “Save” to select a file name and location for the file in the local system:

5

&lamily — \Web File Transfer System

2]

Save in: IEJ Dowinloads j O T o

|27160

|2G5Ms

|2sPOT

| Training

=] Iuistest1] 1].0HO0004Y,0HO0004Y, 27 1

=

=

B &#

ez
—

B
N

File name: I\u\s‘esﬂ [1].0HO0004Y.OHO0004Y. 271 j Save
Save as fype I 271 Document LI Cancel

4

6. Select a file name and location in the local system and click on the “Save” button to begin
download of the file.
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o h\ |
&llamily  \Web File Transfer System

Log Off

lalx]
Select a file to download fre

(clicking on the file name will display @ @

Saving:
...85t1[1].0H00004Y.OHO0004Y, 271 from dev.oh.business-exchange.eds.com

B 271 - Eligibility Response
Fife Name

\ —
T listestl.OHODODAY. oo o coT IS

Download to:
Transfer rate:

[zz]

2786 - Claim Status Reques

378 - Response to Reques |7 Close this dialog box when download completes

820 - Remittance Open Open Folder | Cancsl I

824 - Application Advice

ez

ez

B

=

TA1 - Interchange Error

K - Others

=

7. The system also offers the option of removing the file from the list of files available for
download, this could be done after the file is downloaded successfully to the local system. In
order to remove the file from the list repeat steps 1 and 2 of the file retrieval process.

8. Click on the check box to the left of the file name to select the file. More than one file can be

selected with this process. Repeat this for every file to be removed from the list of available
files.
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Job h\\ ,
&lamily — \Aep Fjle Transfer System

SERVI

Contact Us Change P d Log Off

File Retrieve

Select a file to download from the list below:
(clicking on the file name will display the file)

271 - Eligibility Response
276 - Claim Status Request

B 278 - Response to Request for Review

File Name File Size (bytes) File Date/Time
F  |uistest1.OHO000CZ.OHO000CZ.278 3702 2006/11/16 12:28 PM CST  JiEEN]
C  |uistest1. TROOOOEE.TROOQOBE.278 3728 2006/11/17 0318 PM CST  iEEN]

820 - Remittance

=

2]

824 - Application Advice

=

TA1 - Interchange Error

FHH - Others

=

9. Click on the “Remove Selected” button. The system will remove the selected files from the list
of files available for download.
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3.9SUBMISSIONS LIST

Trading Partners have the option to access a list of their file submissions. The submission list shows all
the file submissions related to a particular User ID.
To access the Submissions List:
1. Click on the “Submissions List” button in the Function Menu The system will display the
Submission List screen with a list of the files submitted in the last 24 hours.

nr;ﬂh_& |
&lamily — \Web File Transfer System

Lag Off

Submissions List

Search will only
display the first

100 records

Batch ID Start Date Seicor Dare End Date seiect Dare
| [2007-01-25 [2007-01-25

Displaying 7 records

Batch ID Submission Date/Time
OHO0O0WE 2007-01-26 11:19 AM CST
OHO000WS 2007-01-25 06:18 PM CST
OHO0O0W 2007-01-25 06:18 PM CST
OHO000W3 2007-01-25 06:18 PM CST
OHO0O0W2 2007-01-25 06:17 PM CST
OHOO00W 1 2007-01-25 06:17 PM CST
OHO000W 0 2007-01-25 06:17 PM CST
Back to Top

2. Click on the Batch ID to show a list of the files associated with it.
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=i

&lamily \Web File Transfer System

e Contact Us Chang d Log Off
/3 Web File Transfer System — Web Page Dialog

Submission Detail

Batch ID Status Date/Time Status File Name
OHOO00W 2 2007-01-25 06:17 PM CST  Recsivad defad37p.td

File Size (bytes) Service
15927.0 HTTPS

3. The system also provides the ability to search for files by a specific Batch ID or files submitted
during a specific period of time, to select the start and end dates click on the corresponding
“Select Date” link, a calendar will appear allowing the user to select the desired date:

ujfl\\

& Family '
slamily — Web File Transfer System
Contact Us Change rcl Log Off

s _lolx]
File Retrieve
Batcl i January > < 2007 > I
Submissions List l_ Sunday Monday Tuesday Wednesday Thursday Friday Saturday ':z’n‘;zﬁ“'
— 1 2 3 4 5 [
A 2 1o u 1213
Displar 14 15 16 17 I 19 20
Batch | 1 22 23 2 25 o -
OHOOC E 5 5 5 = =L
aHooc| - _ —
oHoaC Date Selected [2007 0125 | Set
QHOOT
OHOOC
OHOOC
OHOOC
Back tTToD
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4. Select the desired Start Date and click “Set”. Repeat the process to select the desired End
Date. Then click on “Search” to continue. Note: The system will only shows the first 100
records that match the search criteria. To see additional records, use the “Prev”’ and “Next”
buttons to the right of the screen:

JJh\

& Family
[services]

Web File Transfer System

Batch ID Start Date Sslect Dare

Log Off

Submissions List

End Date ssiect Date

| [2008-01-05

[2007-01-28

Searchwill anly
display the first

100 records

Displaying 100 records
Batch ID
CHO000WWE
CHO000WYS
CHO000WY4
CHO000WY3
CHO000WY2
CHO000WY 1
CHO000WWO
CHO000RD
CHOO00RMN
CHOO00RM
CHO000RL
CHO000RK
CHO000R.J
CHO000RI
CHO000RH
CHO000RG
CHO000RS

Submission Date/Time

2007-01-26 11:19 AM CST
2007-01-25 06:18 PM CST
2007-01-25 06:18 PM CST
2007-01-25 06:18 PM CST
2007-01-25 06:17 PM CST
2007-01-25 06:17 PM CST
2007-01-25 06:17 PM CST
2007-01-23 04:32 PM CST
2007-01-23 04:30 PM CST
2007-01-23 04:22 PM CST
2007-01-23 04:21 PM CST
2007-01-23 04:20 PM CST
2007-01-23 12:05 PM CST
2007-01-23 11:16 AM CST
2007-01-23 11:13 AM CST
2007-01-19 02:25 PM CST
2007-01-18 01:28 PM CST

5. To search for a specific Batch, enter the Batch ID in the field indicated and click on “Search”.
Please note that the system will search for the Batch ID within the period of time indicated by
the Start and End Dates.
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3.10 LOG OFF

It is important to log off after completing work with the Web File Transfer System. For security reasons,
the system will automatically terminate the session after a system defined period of inactivity, which is
set at 15 minutes. If the session expires, the Trading Partner will be sent to the main logon window.

To Log Off:
1. Click on the Log Off button in the Main Menu, the system will terminate the session and return
to the Main Page:

fi?i?jh& |
& Family Web File Transfer System

SERVICES

Use of this network is restricted to authorized users. User activity is monitored and recorded by system personnel.
Anyone using the network expressly consents to such monitoring and recording.

BE ADVISED: If possible criminal activity is detected, system records, along with certain personal information,
may be provided to law enforcement officials.

Already have a User ID and Password 7

User ID
Password Logon

Forgot your Password ?
Click HERE for pagsword resef.

Have a question or need additional help ?
Click HERE fo contact us
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4 Exceptions

4.1INVALID USER ID OR PASSWORD

If, when logging on, the User enters a invalid User ID or Password, the system displays the following
screen:

elif)lgj!]‘n\} Web File Transfer System

SERVICES

The User ID or Password are not valid. Please try again.

Click here to go back.

1. Click on the link to go back to the Main Log On page.
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4.2INVALID PASSWORD RESET

When the User provides the wrong information for the self-service password reset screen, the following

screen is displayed:

:1:;%;15&

SERVICES

The information provided is not valid

Please contact Customer Support Center

Click HERE to return to main page

& Family Web File Transfer System

Use of this network is restricted to authorized users. User activity is monitored and recorded by system personnel.
Anyone using the network expressly consents to such monitoring and recording

BE ADVISED: If possible criminal activity is detected, system records, along with certain personal information,
may be provided to law enforcement officials.

1. Click on the link to go back to the Main Log On page.
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